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Surreptitious Employer Monitoring of Employee Online Activities
Below is a memo setting out our analysis of your rights under applicable privacy law, based on the facts you have provided to us.  We hope that you find this helpful.
Facts
A is (was) a non-unionized employee at the Parkland Regional Library (Employer) in Alberta.  His position was as a permanent computer help desk assistant.  A had been given permission by his superiors to do personal banking online using the Employer’s Internet so long as it was outside working hours.  On June 17th, 2004, A discovered a ‘keystroke logger’ program on his work computer while in the course of routine computer maintenance. He removed the program and was subsequently informed by his supervisor that the ‘keystroke logger’ program had been approved by his Employer’s Board of Directors for use on a rotating basis to monitor employees' online activities. 
In addition to general privacy concerns, A is concerned that, as a result of the ‘keystroke logger’ program on his computer, his banking information has been compromised.  A has filed a formal grievance with his employer for violation of his privacy.  
Issues
1. Did the employer's covert keystroke logging of A violate any privacy laws?  

2. If so, what recourse does A have?

Conclusions
The employer’s surreptitious keystroke logging violated A’s privacy rights under applicable privacy legislation in Alberta, as well as under common law.   Depending on which statute is applicable, A can lodge a formal complaint with the Privacy Commissioner and/or sue his employer for breach of privacy.
Analysis
1. What legislation applies?

There are three possible pieces of privacy legislation which may apply to A’s situation:

The federal Personal Information Protection and Electronic Documents Act ("PIPEDA") applies to "every organization in respect of personal information that… is about an employee of the organization and that the organization collects, uses or discloses in connection with the operation of a federal work, undertaking or business".
 The Employer (Parkland Regional Library) is provincially regulated and is not a "federal work, undertaking or business".  It is therefore not covered by PIPEDA in respect of its collection, use or disclosure of employee data.  
In Alberta, the Freedom of Information and Protection of Privacy Act
 ("FIPPA") deals with access to information and with the protection of personal information held by public bodies.   It applies to all provincial departments, agencies, boards, commissions and local government bodies including municipalities, public libraries, police services, irrigation and drainage districts, Métis settlements, and housing management bodies.
 It does not, however, apply to local government agencies which include community library boards established under the Alberta Libraries Act.
 According to its homepage, the Parkland Regional Library is governed by the Alberta Libraries Act,
 the Libraries Amendment Act
 and the Libraries Regulation.
 However, we have been unable to confirm whether Parkland Regional Library is a "public library" to which FIPPA applies, or a "community library board" outside the scope of FIPPA.  

Alberta’s Personal Information and Protection Act
 ("PIPA") came into force January 1st, 2004. It applies to all organizations other than public bodies, in respect of personal information, including employee information, other than that in the custody or control of a public body.  If the Parkland Regional Library is not subject to FIPPA, it is subject to PIPA.  
2. a)
Did the employer's covert keystroke monitoring violate FIPPA?

Personal information is defined in FIPPA as "recorded information about an identifiable individual".
 The information collected by the employer via keystroke logging was clearly "personal information" under FIPPA.
Section 33 of FIPPA provides that no information may be collected by or for a public body unless:
a) the collection of that information is expressly authorized by an enactment of Alberta or Canada,

b) that information is collected for the purposes of law enforcement, or

c) that information relates directly to and is necessary for an operating program or activity of the public body.

As far as we are aware, there is no law expressly authorizing the collection of A’s personal information by way of a surreptitious ‘keystroke logger’ program on his computer.  As we do not know the purpose of the library’s collection of A’s keystroke information, we do not know if it was for the purpose of law enforcement of whether it was necessary for the library's operating programs or activities.  Unless there is Alberta legislation expressly authorizing this kind of employee monitoring, in order for the keystroke logging to be legitimate, the library would have to establish that it was necessary for their operations or activities, or that it was done for the purposes of law enforcement.
Assuming that the keystroke logging is legitimate, section 34(2) of FIPPA requires those organizations collecting information from an individual to inform them of the purpose and legal authority for the collection as well as the contact information for a representative of the organization to answer any questions about the collection.
  A was not informed about the collection nor of the purpose for it.
Also, section 38 provides that the personal information must be protected by the public body collecting it with “reasonable security arrangements against such risks as unauthorized access, collection, use, disclosure or destruction.”
 It is not clear that the Employer made any security arrangements to protect the information collected from A.
It would therefore appear that A has a good case for a complaint under FIPPA, assuming that the library is subject to FIPPA.  
2. b)  
If A can establish a violation of FIPPA, what recourse does he have?

Section 65(3) of FIPPA provides A with the right to ask the Commissioner to review the collection of his personal information in contravention of the Act.
 A can proceed with this request by delivering it in writing to the Commissioner
 at which time the Commissioner has the power to authorize a mediator to investigate and settle the matter.
 If the matter is not settled by the mediator, the Commissioner is required to conduct an inquiry of his own and may decide all questions of fact and law arising in the course of his investigation.
 Note that the Commissioner may also refuse to conduct the inquiry if, in the opinion of the Commissioner the circumstances warrant the refusal.

After completing the inquiry, the Commissioner must make an order disposing of the issue.
 Such orders are final, and may do any one or more of the following: 

(a)
require that a duty imposed by this Act or the regulations be performed; …
(e)
require a public body to stop collecting, using or disclosing personal information in contravention of Part 2; 
(f)
require the head of a public body to destroy personal information collected in contravention of this Act.

Under section 92 of FIPPA, those who willfully collect personal information in contravention of the Act are guilty of an offence and liable upon conviction to a fine of not more than $10,000.
 The court, not the Commissioner, under the Provincial Offences Procedures Act
, determines whether an offence has been committed and has the power to impose a fine.

3. a) Did the employer's covert keystroke monitoring violate PIPA?
"Personal information" is defined in PIPA as “information about an identifiable individual.”
  "Personal employee information" is further defined as:

"in respect of an individual who is an employee or a potential employee, personal information reasonably required by an organization that is collected, used or disclosed solely for the purposes of establishing, managing or terminating:

(i) an employment relationship, or

(ii) a volunteer work relationship between the organization and the individual but does not include personal information about the individual that is unrelated to that relationship."
 

The information collected via keystroke logging clearly qualifies as "personal information" and "personal employee information" under PIPA.
Under PIPA, consent is required for the collection, use and disclosure of personal information except in certain specified situations, such as where:
 
(a)
a reasonable person would consider that the collection of the information is clearly in the interests of the individual and consent of the individual cannot be obtained in a timely way or the individual would not reasonably be expected to withhold consent;

(b)
the collection of the information is pursuant to a statute or regulation of Alberta or Canada that authorizes or requires the collection;

(c)
the collection of the information is from a public body and that public body is authorized or required by an enactment of Alberta or Canada to disclose the information to the organization;
(d)
the collection of the information is reasonable for the purposes of an investigation or a legal proceeding; ….or
(i)

the collection of the information is necessary in order to collect a debt owed to the organization or for the organization to repay to the individual money owed by the organization;…
There is no reason to suggest that the collection of A’s keystroke logs is in his interest in any way.  Nor to our knowledge is the collection pursuant to or authorized by any law.  From what we understand, there is no reason to believe that there is either an investigation or a legal proceeding going on or that A owes a debt to his employer.  Thus, based on the facts of which we are aware, none of these exceptions would apply.
Section 15(2) allows for the collection of personal employee information without consent if:
(a)

the collection is reasonable for the purposes for which the information is being collected,

(b)
the information consists only of information that is related to the employment or volunteer work relationship of the individual, and
(c)
in the case of an individual who is an employee of the organization, the organization has, before collecting the information, provided the individual with reasonable notification that the information is going to be collected and of the purposes for which the information is going to be collected.

Because A’s employer did not notify him of the keystroke logging (or of the purposes therefore), it cannot take advantage of this exception, either.  
In order to comply with PIPA, the employer in this case must have either obtained A’s informed consent to the keystroke logging, or

a) have established a reasonable purpose for the keystroke logging, and be able to show that the the logging is reasonable for this purpose;

b) limit the information collected to that related to A’s employment; and

c) have provided A with reasonable notification of the keystroke logging and of the purposes for which it was implemented.

It is our understanding that A did not consent to the collection of his information via keystroke logging, either explicitly or by implication,
 nor was the collection or purpose of the collection disclosed to him. 
Thus, it would appear that the employer's covert monitoring of A violates PIPA.
It is worth mentioning that an organization may collect information under PIPA even with consent only for purposes that are reasonable, and only to the extent that is reasonable for the purposes for which the information is collected.
 Reasonable purposes are defined as “what a reasonable person would consider appropriate in the circumstances.”
 It could be argued that keystroke logging is an unreasonably invasive method of employee monitoring, especially where the employee has been given permission to conduct online banking from the workplace.  The covert nature of the monitoring could also be attacked as unreasonable, under s.11 of PIPA.
 

3. b)
If the employer violated PIPA, what recourse does A have?

A can initiate a complaint under PIPA by delivering a written request in writing to the Commissioner ‘within a reasonable time.’
 The Commissioner can choose to authorize a mediator
 or may conduct his own inquiry
 at the completion of which he must make an order, which is considered final.
 In its order, the Commissioner may require the Employer to do one or more of the following under s.52(3):

(a)
confirm that a duty imposed by this Act or the regulations has been performed or require that a duty imposed by this Act or the regulations be performed; ….
(e)
require an organization to stop collecting, using or disclosing personal information in contravention of this Act or in circumstances that are not in compliance with this Act; …
(g)
require an organization to destroy personal information collected in contravention of this Act or in circumstances that are not in compliance with this Act; …

Once an order is made, s.60 of PIPA provides the complainant with a right of action against the organization for damages that he has suffered as a result of the breach by the organization of its obligations under the Act.

4. a)
Did the employer breach A’s common law privacy rights?

There is little jurisprudence concerning the privacy rights of employees in non-unionized situations like that of A; most of the Canadian case law involves unionized settings. In general, arbitrator decisions involving unionized employees have found that employers do not have a common law right to search or monitor employees with surveillance equipment unless such a right is granted to them either in a collective agreement, by express consent, by implication based on past practice,
 or by the employer’s real and substantial suspicion of wrongdoing.
 
In this case, A does not have a collective agreement. He did not expressly consent to the monitoring. We are unaware of any past practice on which to base an implication of consent to monitoring.  Finally, based on the facts provided to us by A, there is no basis for "a real and substantial suspicion of wrongdoing" by A, who passed his three month employment probationary period without problems and never received a problematic review. 
Moreover, where the surveillance is legitimate (e.g., justified by a "real and substantial suspicion of wrongdoing"), the surveillance equipment must be used in a reasonable manner and the employer must establish a direct link between its use and the likelihood that it will address his or her concerns.
 For example, the installation of video cameras for surveillance will only be permitted if the employer can demonstrate an imminent criminal threat in the workplace area or other valid concern.
   

In a recent Federal Court ruling involving the application of PIPEDA to Canadian Pacific's (CP) video surveillance of employees
, Justice Lemieux noted that arbitrators have generally condemned the use of surveillance cameras to record the productivity of workers, and have drawn a bright line between surreptitious collection of information on the one hand, and collection of information by cameras whose location is known, where employees are informed of the practice and purpose of the recordings, on the other.  
For example, in Re Puretex Knitting Co. Ltd. And Canadian Textile and Chemical Union,
 the arbitrator found that the use of surveillance equipment to constantly observe the work performance of employees was “seriously offensive in human terms.”
  In Unisource Canada Inc. and C.E.P., Loc. 433, the arbitrator ruled that a higher threshold of reasonableness applies to surreptitious surveillance, as opposed to overt surveillance.
  He found that surreptitious surveillance may only be justified where:
1. There is a substantial problem;

2. There is a strong possibility the surveillance will be effective; and 

3. There is no reasonable alternative to surreptitious surveillance.

In determining whether CP's purposes for the video surveillance were reasonably appropriate, Justice Lemieux was guided by four main factors:
1. Is camera surveillance and recording necessary to meet a specific Canadian Pacific need?

2. Is camera surveillance and recording likely to be effective in meeting that need?

3. Is the loss of privacy proportional to the benefit gained?

4. Is there a less privacy-invasive way of achieving the same end?

He found that CP's video surveillance was reasonable, in part because it was not surreptitious (warning signs were displayed).  Other factors lending legitimacy to CP's surveillance included that it was not continuous (i.e., only captured a person's image when within the footprint of the camera), that it was not limited to CP employees, that its purpose was not to measure employee work performance (rather, it was to assist in the investigation of criminal incidents), and that the recordings were accessed only if an incident was reported.  He concluded that the loss of privacy in this instance was proportional to the benefit gained from the collection of personal information via the cameras.
The case in question is clearly distinguishable from the Eastmond case: the employer's keystroke monitoring was surreptitious, was focused on the employee, and may have been for the purpose in whole or in part of measuring A's work performance.  
4. b) What recourse does Employee A have under privacy law if a violation is found? 
A could sue his employer for breach of privacy at common law.

Conclusion:
Based on the facts as we understand them, the employer’s covert keystroke logging of A in this case was contrary to both FIPPA and PIPA, and violated A’s common law privacy rights.  It is not clear whether FIPPA or PIPA applies to the library/employer; one or the other of these statutes however does apply.  
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